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(c) The introduction or removal of media 
was authorized; 

(d) The misuse was an isolated event; 
(e) The misuse was followed by a prompt, 

good faith effort to correct the situation. 

[66 FR 47067, Sept. 11, 2001]

Subpart B—Criteria and Proce-
dures for Establishment of the 
Personnel Security Assurance 
Program and Determinations 
of an Individual’s Eligibility for 
Access to a Personnel Secu-
rity Assurance Program Posi-
tion

SOURCE: 60 FR 20368, Apr. 25, 1995, unless 
otherwise noted.

GENERAL PROVISIONS

§ 710.50 Purpose. 
(a) This subpart establishes the poli-

cies and procedures for implementing 
the Department of Energy (DOE) Per-
sonnel Security Assurance Program 
(PSAP) for individuals in positions: 

(1) Which afford direct access to or 
have direct responsibility for transpor-
tation or protection of Category I 
quantities of special nuclear materials 
(SNM); 

(2) Which afford unescorted access to 
the control areas of a nuclear material 
production reactor; or 

(3) With the potential for causing un-
acceptable damage to national secu-
rity. 

(b) The DOE Personnel Security As-
surance Program is designed to estab-
lish the procedures for DOE and DOE 
contractors to utilize in the selection 
and continuing evaluation of individ-
uals for assignment to positions de-
scribed by paragraph (a) of this section. 
Individuals selected for assignment to 
such positions must be granted access 
authorization in accordance with the 
procedures and requirements set forth 
in subparts A and B of this part.

§ 710.51 Scope. 
The criteria and procedures estab-

lishing the Personnel Security Assur-
ance Program shall apply to: 

(a) Those employees of, and appli-
cants for employment with, DOE who 
either occupy or make application for 

PSAP positions, as described by para-
graph (a) of § 710.50. 

(b) Those employees of, and appli-
cants for employment with, contrac-
tors and agents of the DOE who either 
occupy or make application for PSAP 
positions, as described by paragraph (a) 
of § 710.50.

§ 710.52 References. 
(a) Atomic Energy Act of 1954, as 

amended, section 11, ‘‘Definitions’’; 
section 141, ‘‘Policy’’; section 143, ‘‘De-
partment of Defense Participation’’; 
section 145, ‘‘Restrictions’’; section 161 
b., ‘‘General Provisions’’; which pro-
vide statutory authority for estab-
lishing and implementing a DOE secu-
rity program for controlling access to 
Restricted Data and special nuclear 
material. Copies of selected provisions 
appear as appendix A to subpart A of 
this part. 

(b) Executive Orders 10450, April 29, 
1953, ‘‘Security Requirements for Gov-
ernment Employment,’’ 10865, Feb-
ruary 20, 1960, ‘‘Safeguarding Classified 
Information Within Industry,’’ and 
12564, September 15, 1986, ‘‘Drug-Free 
Federal Workplace,’’ all as amended. 

(c) 10 CFR part 707, ‘‘Workplace Sub-
stance Abuse Programs at DOE Sites,’’ 
which requires DOE contractors to es-
tablish workplace substance abuse pre-
vention programs, including urine drug 
testing for individuals who occupy sen-
sitive positions such as those requiring 
a PSAP access authorization. 

(d) Implementing directives (DOE Or-
ders) which provide Departmental guid-
ance on the PSAP and related areas are 
available from the U.S. Department of 
Energy, Washington, DC 20585, Atten-
tion: Directives Distribution.

§ 710.53 Policy. 
The protection of certain of the 

DOE’s security interests, with the po-
tential, if compromised, of causing un-
acceptable damage to the national se-
curity requires the implementation of 
a program designed to assure that indi-
viduals occupying positions affording 
access to certain material, facilities, 
and programs meet the highest stand-
ards of reliability. This objective is ac-
complished under this subpart through 
a system of continuous evaluation 
which identifies those individuals 
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whose judgment may be impaired by 
physical and/or emotional disorders, 
substance abuse, or the use of alcohol 
habitually to excess. This process will 
reduce the risk resulting from the po-
tential threat represented by such em-
ployees to an acceptable level. The de-
termination to grant initially and to 
continue annually the access author-
ization to a PSAP position is based 
upon a DOE security assessment of any 
information of security concern devel-
oped in the course of an initial and an-
nual security review process.

§ 710.54 Definitions. 
As used in this part: 
Accelerated Access Authorization Pro-

gram means the DOE program for 
granting interim access to classified 
matter and special nuclear material 
based on a drug test, a National Agen-
cy Check, a psychological assessment, 
a counterintelligence-scope polygraph 
examination in accordance with 10 CFR 
part 709, and a review of the applicant’s 
completed ‘‘Questionnaire for National 
Security Positions.’’ (Standard Form 
86). 

Contractor means the contractor and 
subcontractors at all tiers. 

Direct access means access to Cat-
egory I quantities of SNM which would 
permit an individual to remove, divert, 
or misuse that material in spite of any 
controls that have been established to 
prevent such unauthorized actions. 

Illegal drugs means a controlled sub-
stance included in Schedules I, II, III, 
IV, or V, as defined by 21 U.S.C. 802(6), 
the possession of which is unlawful 
under chapter 13 of that title. The term 
‘‘illegal drugs’’ does not apply to the 
use of a controlled substance in accord-
ance with the terms of a valid prescrip-
tion, or other uses authorized by law. 

Management official means an indi-
vidual designated by the DOE or a DOE 
contractor, as appropriate, who has 
programmatic responsibility for PSAP 
positions. 

Occurrence means any event or inci-
dent that is a deviation from the 
planned or expected behavior or course 
of events in connection with any De-
partment of Energy or Department of 
Energy-controlled operation, if the de-
viation has environmental, public 
health and safety, or national security 

protection significance. Incidents hav-
ing such significance include the fol-
lowing, or incidents of a similar na-
ture: 

(1) Injury or fatality to any person 
involving actions of a Department of 
Energy contractor employee. 

(2) Involvement of nuclear explosives 
under Department of Energy jurisdic-
tion which results in an explosion, fire, 
the spread of radioactive material, per-
sonal injury or death, or significant 
damage to property. 

(3) Accidental release of pollutants 
which results or could result in a sig-
nificant effect on the public or environ-
ment. 

(4) Accidental release of radioactive 
material above regulatory limits. 

PSAP Approving Official means a sen-
ior DOE official with direct personnel 
security responsibilities appointed by 
an operations office manager to review 
all relevant information, including 
DOE F 5631.35, ‘‘PSAP Management, 
Medical, and Security Report’’ as part 
of the DOE security review process, 
and who is responsible for granting or 
continuing the PSAP access authoriza-
tion, or determining that an individual 
be processed under the provisions of 
subpart A of this part. 

PSAP position means a position that 
affords direct access to or has direct re-
sponsibility for transportation or pro-
tection of Category I quantities of 
SNM, affords unescorted access to nu-
clear material production reactor con-
trol areas, or with the potential to 
cause unacceptable damage to national 
security. 

Reasonable suspicion means a sus-
picion based on an articulable belief 
that an employee uses illegal drugs, 
drawn from particularized facts and 
reasonable inferences from those facts, 
as detailed further in part 707 of this 
chapter. 

Security concern means the presence 
of information, regarding an individual 
applying for or holding a PSAP posi-
tion, that may be considered deroga-
tory under the criteria in subpart A of 
this part. 

Selecting official means the manage-
ment official responsible for making 
the final employment decision regard-
ing an individual seeking a PSAP posi-
tion. 
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